orldwide there is great interest by governments and organizations involved in public safety and security (PSS) in the evolution of existing wireless systems for critical communications based on professional mobile radio (PMR) technologies such as terrestrial trunked radio (TETRA), TETRA for police (TETRAPOL), or Association of Public-Safety Communications Officials-Project 25 (APCO P25). It is widely recognized that efficient communications are of paramount importance to deal with emergency or disaster situations. The possibility of PSS operators using a wide range of data-centric services, such as video sharing, file transmission (e.g. maps, databases, pictures), and ubiquitous Internet and intranet access, has a strong impact on the efficiency and the responsiveness of the emergency services. However, PMR systems are currently based on 2G networks, thus offering a wide range of voice services, but having a limited possibility to support data services. Even if some effort has been made to enhance PMR systems and to offer higher communication capacity, achievements are still behind those made in the commercial world that recently has developed the 3GPP Long Term Evolution (LTE) technology. Hence, there is a great consensus in adopting the commercial LTE framework to address PSS communication needs. A common standard for commercial and PSS environments can open the door to new opportunities and synergies, offering advantages to both worlds. However, the LTE technology needs some specific enhancements to be fully compliant with the mission-critical and safety-critical requirements. Indeed, PMR networks must be reliable, secure, and resilient, guaranteeing service accessibility and wide coverage. In addition, PSS operators need some specific applications and functionalities such as push-to-talk, dispatch services, priority management, group communications, and direct communications [1] . Therefore, adopting LTE as a PMR broadband technology requires that these features are included in future releases of the 3GPP standard, also guaranteeing interoperability with actual narrowband PMR systems.
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In this article we analyze the main requirements of PMR communications. The use of LTE for critical communications and the description of critical services currently not supported by the LTE standard is given, underlining the need of further research activity. We propose an evolutionary path for the PMR LTE-based network architecture. Finally, attention is devoted to group communications, where the recommendations that are under evaluation by the 3GPP are analyzed, and on their basis our proposal is detailed. Conclusions are drawn in the final section.
PSS Communication System Requirements
Mission-critical communications are characterized by different and more severe requirements compared to commercial communications. In particular, we can distinguish between typical narrowband PMR and new broadband requirements and functionalities.
PMR Narrowband Requirements and Functionalities [1]
• High reliability and availability. The system should be available 99 percent of the time in a 24 hour period and 99.9 percent of time in a year. It should cover 96 percent of the area in outdoor environments and 65 percent indoors.
• Half-duplex and full-duplex voice calls.
• Fast call setup time lower than 300 ms [2] .
• Push to talk management in half-duplex communications.
• Call priority and preemption. The system should assign different levels of priority to calls and interrupt low priority
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calls on the arrival of high priority calls that do not find available resources.
• Direct mode communications between terminals without the support of network infrastructure.
• Text message service, for example, the short data service of TETRA system. • Network interoperability. Communications with users located on external networks or PSTN (public switched telephone network).
• Emergency calls.
• Group calls. GCs allow a user to talk simultaneously with several users belonging to a group that can be predefined or formed on-demand. The network should be able to permit the coexistence of many active groups at the same time. A real-life scenario comprises an average of 36 voice groups corresponding at least to 2000 users in an area. It is expected that up to 500 users can participate in a group [2] . Moreover, each user can be registered to many groups at the same time.
PMR Broadband Requirements and Functionalities [3]
• Data communications for fax and image transfer.
• Synchronous video transmission that consists of a bidirectional communication composed of different data, audio, and signaling flows at 256 kb/s. In order to fulfill all the above requirements and functionalities, it has been evaluated that a bandwidth of 10 MHz is needed [3] . As a consequence, one open point is to identify a harmonized frequency band allocation for the new PMR systems that takes into account different national allocation policies, interference toward other existing systems, and economic convenience.
LTE for PSS Communications
This section describes the main communication features that should be gradually introduced in future LTE standard releases in order to satisfy the typical needs of public safety organization. Indeed, currently the LTE system does not provide services considered vital for PSS context.
Direct Communications
Direct connection among devices (direct mode operation (DMO)) is a mandatory feature for PMR systems. It allows PSS users to communicate without the involvement of the network infrastructure, for example, if the network is not available due to a failure or lack of coverage. Current PMR systems foresee the use of DMO for direct connection between user terminals (back-to-back), but also between users and special terminals that operate as a relay and/or gateway toward the trunked MO (TMO) network. The 3GPP is working to introduce in the LTE standard direct communication as a new service named proximity service (ProSe). In particular, the technical report [4] deals with the definition of an advanced network architecture able to support ProSe service either for commercial or PSS applications. The service definition is ongoing and several proposals are under investigation.
In general we can state that the ProSe foresees two different operating modes: network assisted and not network assisted. In network assisted mode, network assistance is required to authenticate terminals, allocate resources, and manage security. The network provides to terminals the set of parameters needed for call management. In not network assisted mode, the connection is activated directly by the terminals without any network involvement, using parameters already known by the user equipment (UE) and pre-allocated resources. For commercial applications only the network assisted mode is considered, while for PSS applications both modes are allowed because in this case the ProSe shall guarantee UEs in proximity to communicate under any network condition. In network assisted solutions we can also distinguish between:
• Full network control: The direct link among the UEs is handled by the network, including control (connection set-up, maintenance) and data planes. Communications occur on licensed bands, and the resources can be allocated dynamically or in a semi-static mode by the network.
• Partial network control: The network is involved only in the authentication and authorization phase, but the direct connections between the UEs are initialized in an autonomous manner. Usually the resources are pre-allocated to this kind of service.
Voice Service
Even if broadband services are gaining importance in emergency and rescue operations, voice calls will remain a fundamental service even for future PMR systems. However, this appears to be in conflict with the LTE architecture that is full-IP based and mainly developed for data communications, and hence unable to support the circuit switching mode typical for classical voice calls.
In LTE the implementation of voice service is following an evolutionary path starting from the circuit switching fall back approach that relies on legacy networks [5] . In the PMR environment this implies a transition phase during which voice service will be supported by the existing PMR systems.
At a later stage, voice calls will rely on Voice over LTE (VoLTE), an advanced profile defined by the Global System for Mobile Communications Association (GSMA), based on the IP Multimedia Subsystem architecture (IMS). VoLTE supplies basic functions such as call establishment and termination using the Session Initiation Protocol (SIP), call forwarding, calling ID presentation and restriction, call-waiting, and multiparty conferencing. However, VoLTE does not support primary functions of mission-critical communications, i.e. group and direct communications. Although IMS supports the Open Mobile Alliance (OMA) push-to-talk over cellular (PoC) service, which allows up to 1000 multicast groups and 200 users in one group, it is not suitable for critical communications because of the high call set-up time that reaches 4000 ms in cases of pre-established sessions and 7000 ms if the session has to be created [6] . Thus the adoption of PoC needs some specific network solutions [7] . Another important aspect of VoLTE is the lack of a suitable security level due to the absence of an end-to-end encryption mechanism typical of PMR communications [8] .
Communication security is of paramount importance in PSS networks whose main features are encryption, authentication, provisioning, and user management. However, the details concerning security are out of the scope of this article. The interested reader can refer to [9] [10] [11] for examples of promising approaches on how to address the main security issues in a public safety network.
Group Calls
The group call (GC) represents one of the most important and indispensable services of PMR networks. It enables an efficient management of the rescue teams and makes it possible to send commands to all the PSS operators in a disaster area and share information. For the above reasons, the remainder of this article will be devoted on the discussion and proposal of approaches on how to manage GCs in a public safety LTEbased network.
Communications addressed to more than one user can be distributed with a point-to-point (P2P) approach, using one unicast transmission for each involved user, or with point-to-multipoint (P2M) flows.
In LTE the distribution of multicast communications is demanded in the evolved multimedia broadcast multicast service (eMBMS), introduced in the 3GPP standard starting from release 10 [12] . In particular, it was mainly developed for multicast and broadcast distribution of multimedia data, such as video streaming provided by external sources that act as service providers. For this reason only a downlink channel is considered.
A Public Safety LTE Network Architecture
Providing mission-critical services in a public safety LTE network involves a proper network architecture solution in order to achieve and maintain the required performance and reliability levels. Hence, it easy to foresee that several research efforts and further releases of the LTE standard will be needed before this task will be fully accomplished. As a consequence, in the short term the simplest way to enable high data rate services for PMR networks based on LTE is the use of already deployed commercial networks. 3GPP provides recommendations and technical specifications for the sharing of network devices and modules between operators, commonly used in commercial networks.
An LTE network is composed of several modules that can be collected in the folowing logical domains:
• The services domain, managing the contents and the services to be provided to UEs, injecting the traffic into the network through a service delivery platform.
• The evolved packet core (EPC) network, mainly responsible for the control functions. • The radio access network (RAN), composed of the eNodeBs.
• The users equipment domain. While the service domain should be dedicated to PMR communications, because of the specific services to be provided, the core network and the radio access network can be fully or partially shared between the professional and the public networks, as shown in Fig. 1 . In an initial phase the PMR network can rely completely on a commercial network, limited to provide non mission-critical professional services. This is mainly due to the fact that the public safety agencies cannot control the fulfillment of the quality of service requirements, as well as the reliability and availability of the network, which are fully managed by carrier operators [13] .
From the network architecture perspective, in the first two configurations represented in the figure, the PMR operator acts as a mobile virtual network operator (MVNO), in core network sharing or full RAN sharing configuration, respectively. The two networks partially sharing their EPC can follow the gateway core network (GWCN) specifications of 3GPP [14] . In the third configuration the professional network expands to the eUTRAN, with partial coverage of the territory. The deep diffusion of the network in the area of interest is one of the major obstacles in the upgrade of current PMR networks over new and more efficient communication technologies. LTE allows the sharing of part of the eUTRAN between operators, following the multiple operator core network (MOCN) 3GPP specification. The last presented configuration represents an autonomous LTE PMR network, with full radio coverage of the territory. In this case the PMR operator is the owner of the eUTRAN, but some forms of passive sharing, such as mast sharing or site sharing, can be implemented anyway to reduce costs and environmental impacts of the new network deployment.
Voice and Multimedia Group Calls in 3GPP
As stated before, future LTE-based PMR networks are expected to support bandwidth consuming applications such as video, imaging, and data communications. In addition, multiple GCs should be able to handle a great number of UEs at the same time and in geographic areas served by several neighbor eNBs (i.e. contiguous cells). In this section we analyse recommendations provided by 3GPP [2, 7] for the deployment of the GC service in LTE networks. These focus mainly on multicast transmission mode, in particular on the LTE eMBMS framework, even if unicast transmission is also taken into account.
Unicast vs Multicast
The advantage of the unicast transmission scheme for the delivery of a GC service is that each unicast link can be tailored to the propagation conditions experienced by the Figure 1 . Evolution of a PMR network from full network sharing with commercial operator to independent professional network.
No mission critical communications Mission critical communications served UE through the channel state information feedback and/or by acknowledge (ACK) messaging. Conversely, in multicast transmission the most adverse propagation conditions must always be considered to meet specific service requirements. However, the use of the unicast mode is not recommended in scenarios involving the delivery of multimedia content to large groups of users, as expected for future PMR networks. In this case, the use of the multicast mode provides a more efficient and reliable solution. Indeed, the main benefit of using P2M flows is that the same content can be received by many users at the same time with bandwidth and power consumption not dependent on the number of simultaneous users.
eMBMS Framework in Commercial LTE Networks
The eMBMS service combines the advantages of P2M transmissions with geographic and temporal flexibility. Indeed, multicast distribution over eMBMS is not extended necessarily on the entire network, but its scope can be limited to a small geographic area, such as a city center or a stadium, as well as large areas or regions.
In particular, the eMBMS framework provides two kinds of transmission schemes: single cell (SC) and single frequency network (SFN). In SC-eMBMS mode, each eNB delivers the MBMS data flow independently from the others. In contrast, in SFN-eMBMS mode multiple eNBs are synchronized in order to transmit the same physical signal at the same time. The eNBs involved in the distribution of the same multicast/broadcast flow form a MBMS area. One eNB can belong to more than one MBMS area simultaneously.
The SFN-eMBMS transmission mode leads to a significant improvement in terms of cell coverage and spectral efficiency, since at the UE receiving side the signals coming from multiple eNBs are combined, resulting in higher useful power. Figure 2 shows a performance comparison between SC and SFN (with four eNBs) eMBMS transmission schemes in terms of system throughput as a function of the number of active group calls. Performance has been derived for two types of service (video flow @ 256 kb/s at the application layer and voice call @ 16 kb/s [3] ) and bandwidths. We can see that the throughput increases with the number of active GCs up to a maximum value. Then it decreases rapidly due to saturation of the system. The benefits of using SFN are evident. Another advantage of the SFN-eMBMS scheme for PMR networks is that the MBMS area can be adapted to cover the entire critical area involved in PSS operations.
The LTE standard schedules unicast and multicast/broadcast services in separate subframes. In particular, in each LTE radio frame up to six out of 10 subframes can be reserved for the delivery of eMBMS services. Each eMBMS service is mapped into a MBMS bearer service and into a logical multicast traffic channel (MTCH). Then the MTCHs are multiplexed with a logical multicast control channel (MCCH) and mapped into a physical multicast channel (MCH).
From an architecture perspective, the eMBMS framework introduces new modules for the set-up and management of multicast and broadcast contents. In particular, the broadcast-multicast service center (BM-SC) represents the interface between the core network (EPC) and the content provider, and it is responsible for scheduling MBMS services over the LTE network. The MBMS gateway (MBMS-GW) is a logical node that transmits the multicast flow toward the eNBs that belong to the MBMS area. Finally, the multicell coordination entity (MCE) is a logical node that ensures that all the eNBs of the MBMS area use the same radio resource configuration.
eMBMS Support for GCs in PMR Networks
The eMBMS framework in the LTE standard is designed only for downlink distribution of multimedia data flows. Hence, it must be modified to support different services such as the GC. With this goal in mind, 3GPP has proposed the introduction of a new logical interface, called the group communications system enabler (GCSE), which is in charge of the creation, management, and deletion of GCs. The proposals under evaluation [7] are mainly based on the multicast communication approach; the unicast mode is enabled whenever multicast transmission cannot be accomplished. In both cases all the group members belonging to a GC perform uplink communications through the establishment of unicast bearers.
GC management by the GCSE must also ensure that PMR network requirements are met, such as short call latencies, service continuity for UEs moving from one cell to another, security, and mechanisms to set priority and pre-emption.
Assuming the eMBMS framework and GCSE as a basis, 3GPP identifies three different architectural approaches that could be adopted [7] . The difference among these depends on the network element that manages the GCs. The first approach specifies that the EPC handles the GCs; the second approach specifies a decentralized solution whereby the management of GCs is in charge of the eNB; the third approach is based on IMS.
A Promising Solution for GCs in a Public Safety LTE Network
In accordance with the recommendations of the 3GPP, we outline here a promising solution for GCs in future LTE-based PMR networks, and we support our vision by providing suitable performance evaluations and comparisons. The envisioned solution is based on the eMBMS framework and GCSE as previously described, and assumes a centralized approach for the call management (i.e. performed by the EPC) that leads to benefits in terms of coverage and reliability.
In particular, we will discuss here two possible approaches. The first approach is fully based on multicast transmissions, named static eMBMS activation, where the unicast mode is considered only as a backup solution when multicast transmission is not available, e.g. due to bad propagation conditions or because the UE moves out of a MBMS area. Unicast mode is activated only to provide service continuity when the UE detects increasing packet loss.
A second, more advanced solution, named dynamic eMBMS activation, is considered in order to increase the system flexibility and efficiency. Dynamic eMBMS activation manages group communications over both unicast and multicast trans- missions. The idea is based on the ability to perform a counting procedure for the GCSE, with the aim of transmitting downlink media contents through multiple unicast bearers until a certain number of users requires the same GC service, hence to activate a multicast bearer. The advantage is that the GC is never broadcast in a cell with no active group members, and hence spectrum efficiency is maximized.
For both solutions, the network architecture is represented in Fig. 3 , where the GCSE acts as an application server (GCSE AS) providing the functionality for the management of GCs. In addition, the GCSE uses existing LTE standardized interfaces to communicate with the EPC and selects the proper transmission scheme for the delivery of GCs. Finally, multicast bearers are considered for downlink communications whenever possible. On the other hand, uplink traffic is always sent via unicast bearers. GCSE provides a multicast to unicast switching mechanism depending on the selected approach. Hence, the GCSE is connected to both the PGW (for the distribution of unicast traffic) and to the BM-SC (for multicast traffic) through the SGi and GC2 interfaces, respectively.
Static eMBMS Activation
In the static eMBMS activation solution, we assume that the GCs are always managed by resorting to multicast transmission except when it is not available. This approach exploits the basic structure of the eMBMS, for which it is needed to verify the satisfaction of the PSS requirements. From Fig. 2 it is possible to see that this is true for the expected requirements in terms of the number of GCs supported for each type of service [3] . However, the most critical requirement is represented by the GC set-up time, which must be lower than 300 ms. This depends on the time requested to establish the eMBMS bearer and to start up the call. Two options have been analysed.
Pre-Established eMBMS Bearer:
The network establishes the eMBMS bearer over preconfigured MBMS areas before the GC starts. This implies that the BM-SC pre-establishes in advance all the information related to the GC, such as the temporary multicast group identifier (TMGI), QoS class, and the eNBs belonging to the MBMS area. In particular, the GCSE AS requests the creation of an eMBMS bearer to the BM-SC by means of the PCRF interface, which is in charge of the exchange of information related to the eMBMS session. As soon as a UE requests a GC, the downlink traffic is transmitted using one of the pre-established eMBMS bearers. This solution provides a fast total set-up time for the GC service that depends only on the time to start up the call. 3GPP estimates that it is nearly 220 ms to 250 ms [15] , which is consistent with the requirement for PMR voice communication.
Dynamic Bearer Setup at Group Call Start-Up: In this case the eMBMS bearer is established only when needed. It means that in addition to the 220 ms to 250 ms for the call set-up, the delay for the downlink bearer establishment should be considered for evaluating the user experience. The additional latency is assessed on the order of 115 ms [15] , taking into account 10 ms for radio interface delay, 5 ms for network interface delay, and 5 ms of request processing delay. This additional latency is not negligible and the total delay experienced by users, for call setup and downlink bearer set-up, also exceeds 300 ms. Figure 4 shows the delay contributions composing the overall end-toend latency at call start-up for both options.
Even if dynamic bearer set-up is more flexible and permits an optimization of the user resources, pre-established bearer set-up is the option selected in our solution, because it makes it possible to satisfy the GC set-up time requirement.
However, it might be not sufficient because when the MBMS service is mapped on the eMBMS bearer and on the logical MTCH channel, it has to be multiplexed with the control information (MCCH) and then sent on the physical MCH to be transmitted. In the current LTE standard, the MCCH can be updated with a minimum period of 5.12 s (called the MCCH modification period), meaning that the GC should also wait this time before being transmitted, exceeding the set-up delay requirement. Hence, we also propose a shorter MCCH modification period that should be approximately 50 ms (once every five LTE frames).
Dynamic eMBMS Activation
In this case the use of unicast and multicast is more flexible and also the GC set-up time requirement can be relaxed. Indeed, in this solution UEs are always served through unicast transmissions at the communication start-up, and the use of the pre-established unicast bearer shall be considered in order to accomplish the required end-to-end call set-up time. On the other end the activation of the eMBMS bearer can be dynamic, since users are already receiving the service and will be able to switch on multicast reception as soon as eMBMS has been completely activated. As a consequence, the MCCH modification period can be neglected and unmodified. The number of users associated to a GC is provided on a per-cell basis by the PGW by means of the user location information (ULI) procedure. Consequently, the GCSE selects the most efficient transmission scheme. An alternative to the ULI procedure is represented by the UE that sends a message to the GCSE whenever it moves from one eNB to another one. This solution implies higher data transmission over the core network, but at the same time allows the UE to switch to IDLE mode in order to save battery life delivering a high burst of data in short period of time.
In the proposed dynamic eMBMS activation solution, the GCSE exploits the information regarding the UEs associated to a GC service, to detect the most efficient solutions. In particular, the total amount of resources requested by the UEs if they would be served with the unicast mode is evaluated and compared with the resources reserved for the multicast mode. As an example, Fig. 5 shows the spectral efficiency in terms of throughput of a group member, normalized to the resources allocated to the multimedia GC service when the number of group(s) members increases. We can see that the multicast solution is independent of the number of group members; the resource usage depends only on the number of subframes allocated to the multicast service. Conversely, unicast spectral efficiency decreases with the number of served UEs. With the proposed dynamic eMBMS activation procedure, the system is able to switch from unicast to multicast when the number of UEs overcomes a given value represented by the intersection of the curves. Hence, spectral efficiency is always the maximum value (i.e. the envelope of the unicast and multicast curves).
Conclusions
The development of LTE technology offers an excellent opportunity to improve both the performance and capabilities of actual PMR communication systems. However, toward this goal, substantial research efforts are needed mainly to support the specific critical features of PSS systems currently not available in the LTE standard. After a critical review of the stateof-the-art concerning group call standardization proposals in 3GPP, the article outlined a viable architecture solution and validated its efficiency by providing performance evaluations. 
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